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Introduction

Redborne Remote Services is a method whereby you have access to programs and documents from outside the
school network. It's secure, quick, reliable, and can be accessed on almost any computer in the world! Once logged
in, you can experience a rich user interface with access to the same programs you use in school. Along with remote
transfers, you can copy or move items from your user area to local PC or vice-versa.

In order to use Redborne Remote Services you must have at least the minimum specification:-

Windows XP with Service Pack 3
Internet Explorer 7
1Mb+ Internet connection

To get all the non essential features of Redborne Remote Services such as a Windows 7 feel, smoother graphics, etc,
you should have this recommended specification:-

Windows 7 (any version)
Internet Explorer 8
2Mb+ Internet connection

Please note, as long as you have met the requirements above, all applications/items will run properly, as they do in
school. Due to Microsoft’s constraints on Internet Explorer, Mac OS X and Linux are not supported.

How Does Redborne Remote Services work?

Redborne Remote Services works by making use of a technology called Remote Desktop Services. This is a Microsoft
product which enables users to open applications from anywhere and to work remotely. The reason behind your PC
spec not mattering is that applications are run at server level (not on your machine). Your Internet connection gives
you logon access to the server, which then feeds you the application image as it happens on the server; this is all
your Internet is used for (apart from File Features, explained later). All of this happens transparently; the end result
is that you get a full, rich and quick application experience.

From your point of view, your computer is opening a website.



Setting Up

Due to every PC being different, there is a constraint on you installing an Active X control in order for Redborne
Desktop Services to work correctly. The following images and descriptions in this section are for reference in case
the unexpected happens. It is worth noting however, that the installation of the Active X control will usually only

have to be completed once.

Instructions

This banner is displayed at
the top or bottom of the
window on the logon page.
Complete this part before
logging in otherwise items
may not show’

»

@RedhumeRemuteSsrvwces ﬁ M SRR Eéa v Pagev Safety r Took - @v

r@‘ This wehsite wants to run the folowing add-on: Microsaft Remote Deskkop Services Web Access Con.. From Microsaft Corparation’, IF you trust the website and the add-on and want to alow itkarun, X
click here...

This webpage wants to run the following add-on: ‘Remote Desktop Services ActiveX Client' from 'Microsoft Corporation’.
What's the nisk?

Allow =

Click on the bar and then on
Run Add-on or Allow

| 5& v Page ~ Safety = Tools ~ @v

fi- 8

(€ Redborne Remate Services

on Al Websites
What's the Risk?

Information Bar Help

This window may appear,
click on Run. The page will
refresh.

Internet Explorer - Security Warning

Do you want to run this ActiveX control?

Mame: Microsoft Remote Deskiop Services Web Access Control

Publisher: Microsoft Corporation

] [ Dor't Run

If you see this page once
logged in, you may have to
perform another task
before Redborne Remote
Services works properly.

N U
Redborne Remote Services
RemoteApp Connections
RemoteApp Programs Help Sign out

@) ActiveX control not installed or not

The Remote Desktop Services ActiveX Client control is not available, Before you can access remote programs and connect to remote desktops
through RD Web Access, you must install and enable this ActiveX control,

I your computer does not have the correct version of the Remote Desktop Services ActiveX Client control, you must dewnlead and install an update
package. To learn about this update and to download the installation package, visit this website.

If you have already installed the correct update package, you must enable the ActiveX control. To do this, follow your browser's instructions to
manage add-ons and to run ActiveX controls, When you enable the ActiveX control, you may see a security warning. Before you continue, make sure
that the publisher for the ActiveX contrel is Microsoft Corporation,

After you install the package or enable the ActiveX control, you must refresh this Web page.

Click on Tools, then on
Manage Add-ons
(3 option from top)

.’_j =1 gé; * Page ~ Safetyv|

1 “‘J Reopen Last Brawsing Session A

m Pop-up Blocker 4
] Manage Add-ons

e3¢ wiork OFFline
@ Compatibility Yiew
Compatibility Yiew Settings
Full Screen Fii
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Find the add-on named Manage Add-ons 5]
Microsoft RDP Client View and manage your Internet Explorer add-ons
Control...

Marme Publisher Status File date

& Toolbars and Extensions _Ml(rusuft Corporation

CI|Ck on |t an d then c||ck {2 Bearch Praoviders Microsaft RDP Client Control fredist) Microsaft Corporation Disahled
. . @Acceleraturs Microsaft ROP Client Control fredist) Microsaft Corporation Disahled
E na ble n the |OW€ r r|ght of T Research Microsoft Corporation Enabled 7[142003 10:57.
b
the window. Its status will _Not Available
H i Research Mot Available Disabled
Ch a nge' CIICk Close' Diagnose Connection Problems. .. Mot Available Disabled
B Windows Messenger Mot Available Disabled
Discuss Mot Available Enabled
Currently loaded add-ons H g 5

Micrasoft RDP Client Control {redist)

Microsoft Carparation

6.0.6001.18266 Activex Control
Search for this add-on wia default search provider
Mare infarmation

Enable
Find mare toolbars and extensions. ..
Learn more about toolbars and extensians Hiase:

Refresh the browser by click
the refresh icon or by
pressing F5. This message

should disappear and you @_' = |&] https redborne, cam A %
should now see a list of
applications.

If you do not see an application listing or see something else, please take a screen shot (by pressing the print
screen button usually PrntScn or Print Screen); paste into an email for IT support.

Logging In

Once you get the home page for Redborne Remote Services, you need to log in to access programs and documents.
Please use your normal username and password; the same as in school. Please note; if your password has expired
you will not be able to use this service until its been reset.

The home page layout for Redborne Remote Services is as follows:-

Redborne Remote Services

Remote Applications & Documents

Help

User Name: |redborne\teststudent
Password:

Security (show explanation)
This is a public or shared computer

@ This s a private computer

Warning: By selecting this option, you confirm that
this computer complies with the Redbome Upper
School IT Policy.

This is a monitored service, To protect against
unauthorised access, your session will automatically time
out after a period of inactivity. If it does, refresh your
browser and sign in again.

The security options can be explained by click show explanation. If you use the ‘private computer’ option, your
computer must adhere to the Redborne Security Policy, which is described in the additional information part of this
document. Your session will also automatically time-out periodically. This is also for security reasons and cannot be
changed.
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Once logged in (and completed any additional component install steps as described in the previous section) you will
see a list of ready to run applications, which are listed in alphabetical order. The image below shows the layout of
these applications (please note as more/different applications are added/removed this image may be out of date)

Redborne Remote Services

Remotelpp and Desktop Cannection

RemoteApp Programs Help Sign out

2 - @ 3@ 2 @ @ @ 8 o

2D Design V2 Adobe Adcobe Bridge Adobe Adobe Adobe Adobe Flash Adobe Flash Adobe Help Adobe
Acrobat X Pro 555 Caontribute Drreamweaver Firewaorks Builder 4.5 Frofessional [lustrator
{555 (555 {855 (555 (555
= e T
i/ & B ¢ K K
¥ =
Adobe Adobe Autograph Calculator Corel Draw X5 Corel Paint Corel Paint X5 Google Microsoft Microsoft
Photoshop Photoshop Shop Pro Sketchidp Access 2010 Excel 2010
{555 C55.5 x64 Photo X2
(1 _— =
Pa P Wi = e L & 7] ‘ ‘
= | | == 1000 Tt = =l =il
Microsoft Microsoft Microsoft CAXE FTC Redborne School Emai User Access - User Access -
PowerPoint Publisher ‘Word 2010 Programming ProDESKTOP  Student Portal Lesson Store User Area
2010 2010 Editor 3.0

Opening Applications

Important Notes:

e Please save often; Redborne IT support will not be responsible for any deletions/removed files or crashed
applications on your session. Just as in school, programs can crash and data can be lost.

e There can be a short delay when opening programs. This is caused by the service initiating your session and
creating your profile. Usually this only happens once and additional opening of programs will be quicker.

e When using Redborne Remote Services from a public place, please be aware that although your
communications from the machine you’re using to us is secure, the network which you may have connected
to might not be.

In the previous section, you saw the application view in Redborne Remote Services. Opening an application can vary
between operating systems and the screenshots and descriptions below show how to react to any issues that may
occur...

Instructions

U.sing an ap.pli.cation i's a.s @
simple as clicking on its icon

Microsoft

Word 2010
If this window appears, you
know the application is real =5 s B
and authentic. This window 'y
will appear every time you
. . Thiz Fematedpp program could harm your local or remate computer. Make sure that vou trust the
open an appllcatlon; to Stop publisher before pou connect ta run this program.
this, click the tick box for o .
, X . L Publisher: redbome. com
Don’t ask me again..... Click 0 Type RemotsApp program
Connect to Continue to Open Path: User Access - Staff Files we
. . . Mame: User Access - Staff Files
this application or Cancel to

K X Femote computer: REMOTE
Stop thls aCtlon Gateway server remote. redborne. com

Don't ask me again for remote connections from this publisher

x Details Connect |[ Cancel
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When this window appears,
the service is creating and
logging your profile onto the
school network. There can
sometimes be a short delay
while this task is completed

& Connecting to REMOTE...

Q; RemoteApp

Starting
) 1_)<\_|

User Acce;s - Staff
Filex

= Cancel

If this window appears, it
indicates a particular problem
with the Redborne Remote
Services certificate. If you
have a ‘Yes’ button, please
click this, otherwise inform IT
support about an error you
encounter

[

. - - [
". The identity of the remote computer cannot be verified. Do
you want to connect anyway?

& Rernotedpp

The remote computer could not be authenticated due to problems with its
zecurity certificate. [t may be unsafe to proceed.

Certificate name

(5 Name in the certificate from the remote computer:
REMOTE Redborme local

Certificate emors

The following erors were encountered while validating the remote
computer's certificate:

M The certificate iz not from a trusted certifying authority.

Do you want to connect despite these certificate erors?

[] Dion't ask me again for connections to this computer

Wiew certificate...

res ] [ Mo

It you see a window
requesting your username &

password ensure you put ' “' sl

redborne\ before your | || Password

username, otherwise it will e

re-appear in a loop fashion

A successful application T —EE= -

opened and full screen on a TU A comimom A A B [ asmoceoe aambes sampce A BT

client computer x B H'*ﬁ:ﬂ*‘ "E-A & - | anoma Jono spsc. Headng2 <] Cest s s
iz}

Page:1ofl | Words:0 |

["/7 Redborme Remo..

[ 2 oocument: - mi.

+4 Start

[ Document1 - Mi...

Running applications and items from Redborne Remote Services are as full as they would be in school. The process
above can be used to open any application and once you’re used to using Remote Apps, it’ll be quicker than ever

before to complete tasks.
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To quit any application, just do it how you normally would, it’s that simple!

File Features.

Part of Redborne Remote Services grants you the right to have full read & write access to the same areas you have in
school. This has been made possible by the behind the scenes stuff going on while your session is in place.

To get to your user area is simple; just click on User Access — User Area. Once there you'll have a window similar to
this...

 teststudents (\\users) (1) -
— Cr——a—— = B[t |
() |~ comuter + testtacents (sers) U) K23 [ search tststudents (users) () 2] L] L

Organize ~  New folder =~ @

Name = Date medfied | ryee |sz= |

group 1pics BI0HN10 1257 File folder
aroup 2pics 2041101224 File folder
aroup 3pics BN 1218 File folder
roup 4pics 2040101232 e folder
group 5 pics 29/04/2010 1203 File folder & cone
rechorne 01/05/201022:07  File foder
S Libraries wINDOwWS 05/05/201013:36  File foder

This is a normal Windows Explorer window. Please note that the policies that are in place in school (No C: Drive
access, no right click on explorer views, etc) are also in place on Remote Apps.

Transferring files between drives.

This process is possible by having more than one Windows Explorer window open at the same time shown in the
image. Once 2 explorer windows are open you can copy/paste or drag between folders just as you would inside
school. Another feature of Redborne Remote Services is that you can open and save files on your own computer.
This is possible by the remote desktop interface and does not make your own computer any less secure than it
already was before connecting to the session.

Opening or saving files to/from your home computer is simple. When saving or opening, go to computer on the left
hand side. You will see your list of drives in the main window as shown below. What you will also see is listed under
the other category, which will be your home computer drives, usually C, D, etc, followed by your home computer
name. PLEASE NOTE YOUR HOME COMPUTER STORES SYSTEM FILES ON ITS C DRIVE. UNLESS YOU KNOW WHAT
THESE FILES ARE DO NOT DELETE OR MODIFIY THEM. REDBORNE UPPER SCHOOL WILL NOT BE RESPOSIBLE FOR
DAMAGE TO OUTSIDE COMPUTERS WHEN USING THIS METHOD TO ACCESS FILES.

If you want to open/save files in your home computer area, please note the following location:-

Using Windows XP at home: C> Documents and Settings > ‘your username’
Using Windows Vista/7 at home: C > Users > ‘your username’
Within this folder you’ll find access to documents, pictures, desktop, etc.

« Other (10)

S# C on STPIPC System Folder

Closing Your Session

To close and stop using Redborne Remote Services, just close all applications that you’re using, log out of the
Redborne Remote Services webpage and close your browser.

Redborne Upper School Redborne Remote Services Rev 1.3 October 2011 Page 6




Additional Information

Redborne Security Policy

Redborne Upper School make every effort to ensure its network is free from viruses, spyware and other unwanted
software, which in turn could cause problems with files, network access, etc. When using Redborne Remote Services,
we expect your home computer to be at a similar standard. When clicking on the ‘private computer’ option on the
logon page, you are confirming this. Please also note that you are bound to the rules of using the school network
while connected to Redborne Remote Services. If the school network detects a virus infection or other problem,
disconnection may occur.

Even though this service is stable, issues and bugs may occur from time to time. Please inform IT Support of any
issues you encounter while using the service. This service is monitored and its events are logged, although we are
not able to view any information on the client computer side, including drives, files or connections; unless we initiate
a remote assistance connection to the user (they will be notified if this is happening). If we discover any issues with
this service, they will be followed up accordingly.

Document History

Revision Changes

1.3 Updated text for new version RDP protocol. Updated images & narrative text
1.2 Updated images & created smaller file

1.1 Added XP change and Active X install component information

1.0 Initial internal release draft
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